How to Manage ePermitting Security

This document is for the assigned master security agent of the applicant and it describes
how to perform the following security operations:
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Locating your applicant’s security data

After you log in, select ‘Security’ from the *Process’ selections.
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Click "Select Applicant’.
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Click on the applicant’s name. NOTE: You will only be able to find applicants for
which you are the assigned master security agent.
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The following page is the main security administration page for your selected applicant.
In this example you (George Jones) are viewing the security administration page for
‘ACME COAL COMPANY’. The meaning of each of the security field settings will be
discussed later in this document.
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Adding an employee / consultant to the applicant’s security list

When George Jones was first assigned the master security agent for ACME COAL
COMPANY, the security list would have looked like the following.

To add an employee / consultant to the ACME COAL COMPANY security list, click the
‘Add User’ button.
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On the pop-up window, enter some of the name and press ‘Go’.
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Click on the desired name.
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The new person will now show on the security list without any default security at all.
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Applicant Security

If you check ‘Applicant Security’ the new person will have the same security as you —
this is generally NOT a good idea, unless you want this person to serve as your backup.
With this security, the new person can come to this security administration page and
deactivate you. Unchecking this box will return the status to default.
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Master Consultant

If you check ‘Master Consultant” the new person will be able to start or work on ALL
application types of ALL DEP Offices for ACME COAL COMPANY. They will NOT
be able to get to this security administration page and therefore have no ability to adjust
security for ACME COAL COMPANY in any way.
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Submitting privileges

Changing the ‘Submit’ setting to “Yes’ allows this consultant to submit / resubmit
completed applications — formerly only the ‘Applicant Security’ person could submit.
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Receiving ePermitting email notifications

By setting ‘Receive Email Notifications’ to ‘All’, ePermitting will copy all generated
email notifications to this person. With the *User’ setting, ePermitting will copy
generated email notifications to this person for only those applications on which the
person worked. And ‘None’ will keep the person from getting any emails from
ePermitting.
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Disabling an employee / consultant

Uncheck the ‘User Active?’ box to disable the person completely for ePermitting activity
on behalf of ACME COAL COMPANY. This overrides all other settings. Please make
appropriate comments as you desire in the *“Comment’ area.
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Restricting Security further

Security can be further restricted. If the person has neither ‘Applicant Security’ nor is
identified as a “Master Consultant’, more options will be available. See the two new
icons under the “Restricted Security’ heading.

The icon on the right is to set specific office security and, optionally, application

type security. The icon on the left = is to set specific Application Assignments, and,
optionally application section security. These options will be discussed more fully
below.
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Office Security

Click the right hand icon for Office level security.
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Below is the Office Level security page. Notice that there is initially ‘“No Access’ to any
office.
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In this example “All Access’ has been set for ‘Mining and Reclamation’. This consultant
may create or work on ALL application types but only of Mining and Reclamation. They
may not work on applications for Air Quality or any other office listed.
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Application Type Security

If you would like to restrict this consultant to only certain application types within an
office, set the Office security to ‘Restricted’. (See previous section on getting to Office

Security.) Once the page refreshes you will notice a new icon E] , to select specific
application types. Click the icon to go to the application type page. If you do not go on,
the person will have no application types assigned to them.
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All the application types for the selected office will be displayed. Initially the consultant
will have no application type security.
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Check the *Access’ box to allow the consultant security for the desired application type,
Operator Assignment’ in the example below. After ‘Access’ rights are checked, and the
page refreshes, select between ‘Read Only’ and ‘Modify Sections’. ‘Read Only’ will
allow the person to only view Operator Assignment applications, but not change them.
‘Modify Sections’ allows changes to Operator Assignment applications.
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In the following example, the consultant, Out Far, has read access to the 19 and 19A
application types, modify access to the 19B and Amendment application types, and no
access to the 19C and 19R application types.
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Click the “Back’ button when you have set up this consultant with Application Type
restricted security.
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Notice that the Restricted Icon now has a check mark on it hd indicating that specific
application type security exists. Set up further Office and Application Type security as
appropriate for this consultant. Click the ‘Back’ button when finished.
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Notice that the Office level security icon now has a check mark hé indicating that there

are specific office and maybe application type restrictions in effect for this person. You

can click back on it at any time to view or change the restrictions as described above.
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Specific Application Assignment

This is the lowest level security available in the ePermitting system.

Click the left hand icon IE for specific Application Assignment security.
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The first page of the Application Assignment security is displayed. Notice the
‘Applications’ column — there are zeros for each WVDEP Office. This means there are
no specific applications assigned to this consultant. This is the default condition.

In order to assign a specific application to this consultant first click the proper WVDEP
Office, such as ‘Mining and Reclamation (OMR)’
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This page will show all specific applications assigned to this consultant. In the example
so far, there are none. Click the ‘Add Application’ button.

security administration

JOMES, GEORGE
ACME COAL COMPANY

Welcome:

Applicant:

Select User: FAR, OUT
d Application |

Sorted by Application time and Date
App Type App Rel. Id

Click the drop down for ‘Application Type’ and select on the desired one, then press the
‘Go’ button. In this example the SMA — Surface Mine Application type was selected.

A http:#/172.17.2.9 - EP Search... - Microsoft Internet Exple =

| Shdd - Surface Mine Application

Application Type:

Application Mame:
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Select the desires specific application by its Application Name, or Application Permit Id,

if available.

A http:4/172.17.2.9 - EP Search... - Microsoft Internet Explorer

Application Type: | Shdd - Surface Mine Application ILv;|
Application Mame: | |
Application Permit 1D Application Mame
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MewfFPending Hey dude (02410/2006)
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Mew/Pending ok 05020057

FAA005

MewPending

Mew/Pending test SkhAA non-incr (02441 32006)
MewePanding test section L1 (0F292005)
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The selected application will display on the application page. The default security is
‘Access’ and ‘Read Only Access’ — see checkbox and radio button settings on this
example. With this security the consultant will only be able to view this specific

application — modifications are not allowed.
security adminisiratio!

JOMES, GEORGE
ACME COAL COMPANY

Welcome:
Applicant:

Select User: FaR, OUT
2 add application |

Sonted by Application time and Date
App Mn:lrl‘y all Mn:lrl‘y some Read Onhy
eve test IBR-SMA (1ER) 2006-06-15 ~
08/ 5/2008) 14:00:21.0 =izt

If you want this consultant to be able to modify all sections of this specific application,
click on the “‘Modify all sections’ radio button.

security administratio,

JOMES, GEORGE
ACME COAL COMPANY

Welcome:
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Select User: FAR, OUT
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If you would prefer the consultant to only be able to “modify some sections’, click on that
radio button. Notice, after the page refreshes, the new information — (0 of 161) in blue.
This means that this consultant currently can modify 0 of 161 sections in this particular
SMA application. You need to identify exactly which sections the consultant can
modify, click on the (0 to 161) area. Note: these numbers will differ with application
type because each one has a different number of sections.

security administration,

Welcome: JOMES, GEORGE
Applicant: ACME COAL COMPANY

Select User: FAR, OUT
0 add Application

Sarted by Application time and Date .

App Modify all Modify some Read Onhy
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A section list will display, listing all sections for the application type. The default
security will be “No access’. Click in either the ‘Read’ or ‘“Modify’ radio buttons as
appropriate for this consultant and this specific application instance.

IMPORTANT NOTE: please allow time for the page to refresh after each radio button is

selected.

In this example the consultant can ‘Read’ the ‘Administrative Information’, ‘Applicant’s

Certification of Application’ and ‘General Environmental Resource Information’
sections. The only section that can be modified is the “NPDES Information’ section.

And there is still “No access’ allowed to any other section.

security administrationy
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Welcome:
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Select User: FaR, OUT
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Press the ‘Back’ button when finished assigning section security.

Welcome: JOMNES, GEORGE

ﬂ.pplicant; ACME COAL COMPANY
A

Select User: FaR, OUT

ADMINISTRATIVE INFORMATION

Section Read | Modify|  °
access
\Sdministrative Information 0 . e
Wpplicant's Cerification of Application iy [ -
ENVIRONMENTAL RESOURCE INFORMATION
Section Read | Modify|  N°
access
iFeneral Environmental Resource Information Iy [ [
MPDES Information - I -

Notice that the ‘Modify some sections’ now displays (1 of 161). Press the ‘Back’ button
when you are finished adding specific applications.
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Welcome: JONES, GEORGE
Applicant:  ACME COAL COMPANY

Select User: FAR, OUT
£ add Application |

. Sorted by Application time and Date
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Notice that under ‘Applications’ there is a “1” indicating that 1 specific application has
been assigned to this consultant in Mining and Reclamation. Click ‘Back’ when finished.

Pelcome: JOMES GEORGE

ser: FAR, OUT

Applicant: | ACME COAL COMPANY -]

Process: |application =

|air Quality (0AQ) | 0]
|Emfirnnmenta| Rermediation (DER) || 0 |
[Hydrologic Pratection Unit (DMR) (HPLY|| i
|Mining and Reclamation (OMR] || 1 El|
|Qil and Gas (00G) | 0]
|Waste Managerment (OS] || a |
|Water and Waste Management [OWE] || 0 |
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Notice that the Application Assignment security icon now has a check mark Hﬂ
indicating that there are specific Application Assignment(s) restrictions in effect for this
person. You can click back on it at any time to view or change the restrictions as
described above.

security administration,

e =

Welcome: JOMNES GEORGE
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The left hand side of the security page has a legend summarizing the email settings and
the restricted security icon meanings.

When you are finished with security, press ‘Return Home’ or ‘Log out’ as desired.

m Return Home
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All: Receives all email
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corrections.
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& Restricted Security
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Ho Office Access
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